Ilpunoxenne Ne2. Mndopmannonnas namMsrka ais 00y9aromuxcs JJisl pasMelleHus Ha
odunuansueIx MHTEpHET-pecypcax

C KaXXIbIM rOA0OM MOJIOZICKHU B HHTECPHETC CTAaHOBUTHCA GOHBIHG, a4 INKOJIbHUKU OOHH U3
CaMBbIX aKTHBHBIX II0JIb30BaTEIEH PYHCTa. MC)K,I[y TCM, IIOMHUMO OrPOMHOI0 KOJIHYECTBA

BO3MOXHOCTEH, MHTEPHET HECET M MPOGJIEeMbL. DTa aMSTKa JOJDKHA MOMOYb Tehe Ge30MacHo
HAXOIHUTHCS B CETH.

Komnviomepnuie supyco

KoMmbloTepHsIii  BHpyC — 3TO  pasHOBHIHOCTD KOMIIBIOTEPHBIX ~ IIPOTpaMM,
OTIMYATENBHOH OCOGEHHOCTBIO KOTOpPOH SBISETCS CIOCOGHOCTD K pasMHOXeHHI0. B
AOTIOJIHEHAE K 3TOMY, BUPYCHI MOTYT HOBPEAUTH I TONHOCTBIO YHHYTOXHTH BCe (Dailyiel u
AGHHBIC, IIOIKOHTPOJILHBIC MONB30BATENIO, OT UMEHH KOTOPOro ObLIa 3amyIneHa 3apaxEHHAas
TIpOrpaMma, a TaKXKe IIOBPEIUTh WM JAXC yHMYTOXKHTH ONEPALMOHHYIO CHCTEMY CO BCEMH
hatinamu B menom. B GonbImmHCTBE Clryuaes PacopOCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTozpI 3aIUTEI OT BPEAOHOCHBIX IIPOrPaMM:

1. Hcnonp3yit coBpeMeHHbIE OTEPALHOHHBIE CHCTEMBI, HMEFOIIHE CEPBE3HBIM YPOBEHD
3aIUTEI OT BPENOHOCHBIX ITPOIPAMM;

2. TlocrosHHO ycTaHaBmmMBall mauTH (HH(POBbIE 3AMNATKH, KOTOPBIE aBTOMATHYECKU
YCTaHABIMBAIOTCA € HENBIO NOpabTKH IIPOrpaMMEI) W ApyrHe OOHOBJIEHHS CBOEi
ONEPAHOHHOM cucTeMbl. CKaumBall HX TONBKO C OQHIHAILHOTO CaiTa pa3paboTurka
OC. Ecny cymecTByeT pexuM aBTOMAaTHYECKOTO OGHOBJEHHS, BKIIOUH ero;

3. PaBoraii Ha CBOeM KOMIIBIOTEpE TIOJ IPABAMH IOJIB30BATENS, 4 He aIMHMHHCTpaTopa.
OT0 He MO3BONHT GOJBLIMHCTBY BPEZOHOCHBIX IporpaMM HMHCTaJUTMPOBATLCS Ha
TBOEM II€PCOHATIBHOM KOMITBIOTEPE;

4. Mcnonb3ylt aHTHBHpPYCHBIE IPOTPAMMHBIE IPOAYKTH M3BECTHBIX IIPOM3BOJUTENEH, C

aBTOMAaTHIECKHM OOHOBJIEHHEM 0a3;

OrpaHuds Qpu3ngecKuii TOCTYN K KOMIBIOTEPY IS IIOCTOPOHHUX JIHII,

6. Vcnonb3yit BHElIHIE HOCUTETH HEDOPMALH, TAKHE KAK ¢nemxa, guck wim Qaitn u3
UHTEPHETA, TOIBKO U3 NPO(YEPEHHBIX HCTOYHUKOB,

7. He oTKpbiBaif KOMIIBIOTEPHBIE (aifiIbl, MONYYCHHBIE M3 HEHATEKHEIX HCTOYHEKOR.
Haxe Te ¢aiinbl, KOTOpHE HpHCTAT TBOM 3HAKOMBIIL. Jlyumme ytounu y Hero,
OTIIPABJIAN JIH OH TeOE HX.
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Cemu WI-FI

Wi-Fi - 510 He BuJ mepeniaun JAaHHEIX, He TEXHOIOTHS, A BCEro JIHIIb Openn, mapka. Eme
B 1991 rony mummepnamgckas xoMmmaHus 3apeructpupoBana 6pers « WECA», uro 0603ma49asio
cnoBocoderanue « Wireless Fidelity», kotopsriit nepeBoqutes kax «0OecIpOBOHAS TOYHOCTDY.

Jlo Hamero BpemeHm pouuia Apyras aG6peBuarypa, KOTOpast SBJISIETCS TakOHM e
TEXHOJIOTHei. 1o aGbpenatypa « Wi-Fi». Takoe Ha3BaHWe GBITIO JAaHO ¢ HAMEKOM Ha CTaHAapT
BBICIINH 3ByK0BO#H TexHukH Hi-Fi, uto B mepeBozie 03Ha9aeT «BHICOKAS TOYHOCTEY.

Ma, GecrnarhbIi MHTEPHET-NOCTYN B Kade, oTeNsx u a’poIopTax SBISETCA OTIAMYHOM
BOSMOHOCTBIO BEIXOZA2 B UHTEPHET. Ho MHOrme skemepTs! c4mTarot, uto obmenocTymHse Wi-
Fi cetn He sBIsIOTCS GE30MACHBIM.

CoBersl 110 Ge30macHoOCTH paGoTe B OOIIENOCTYIHBIX ceTsX Wi-fi:



He mepenasaif cBoro ymunyio uHbopMmammo uepes obmenocrynusie Wi-Fi cern.
Paboras B HHX, JKENATETbHO He BBOUTH MAPOTH AOCTYIIA, JIOTHHEI H KAKHE-TO
HOMepa;

Vicnons3yit 1 0GHOBIIAN aHTUBUPYCHBIE TPOTPAMMEI 1 Opanamayep. Tem caMbIM THI
obe3omacuub ce6sl OT 3aKa4KH BUPYCa HA TBOE YCTPOMCTBO;

lpu wucnomszopammun Wi-Fi otkmoun dysxmmo «O6mmit JOCTYI K (aiimaM u
NpuHTEpaM». JlaHHad (yHKIMA 3aKpbiTa 1O YMONYAHHIO, OJIHAKO HEKOTOphIE
TIOJIE30BATENH aKTUBUPYIOT €€ JUIst y00CTBa HCIIONBb30BaHAS B paboTe Wi yuebe;

He wcnomp3yit myGmuuseit WI-FI ans mepenads nuusbIx JAHHBIX, HAIpUMeEp IJIs
BbIXOJIa B COLMAIBHBIE CETU UIIH B DJIEKTPOHHYIO [OYTY;

Wnone3yif TONBKO 3alIMIIEHHOE COCHHHEHHE uepe3 HTTPS, a me HTTP, T.e. npu
Habope BebG-anpeca BBOM UMEHHO «https://»;

B moGwibHOM TenehoHe orkmoun GyHkmmio «Iloakmouenme k = Wi-Fi
aBTOMatu4ecki». He nomyckali aBToMaTHYECKOTo MOKITFOYEH S YCTPOHCTBA K CeTAM
Wi-Fi 6e3 TBoero cormacus.

Coyuanvuvie cemu

CoupaneHble CETH aKTHBHO BXOZST B HAIy SKH3Hb, MHOTHE OO paboTaIOT U KUBYT
TaM IOCTOSHHO, a B Facebook yixe 3aperucrpupoBan MuIIHAp) YeIOBEK, 9TO SBISETCS OJTHOM
CeIbMOM BCEX JXUTEJeH IutaHeTsl. MHOTHE IOJb30BATEIH He MOHMMAIOT, 4TO HH(pOpMaIus,
PasMEIIEHHAT IMH B COMAILHBIX CETSX, MOXET ObITh Hal/ieHa U HCIOJIb30BaHA KEM YTOIHO, B
TOM YHCIIe He 0053aTeNBHO ¢ GIIarMMH HaMEPEHHSIMH.

OCHOBHBIE COBETBI 10 6e30IacHOCTH B COIIMAIBHBIX CETAX:

1.

2.

Orpanuyb cmucok apyseil. Y Tebs B IPy3psiX HE MODKHO OBITH CIyJalHBIX H
HE3HAKOMBIX JIFOJIEH;

3amminail cBoro JacTHyo ku3Hb. He ykassiBail mapoim, TeneOHBI, anpeca, AaTy
TBOCTO POXACHHSA U JIPYTYIO JHYHYIO MHQOpPMAIHIO. 3/OYMBINIEHHAKH MOTYT
HCIIOJIB30BaTh JaXe MHQOPMANHIO O TOM, KaK THI M TBOH POIHTENH IJIaHUpYeTe
IPOBECTU KAHUKYIIBL,

3aiuinaii CBOIO PEIyTALMIO - IEpKH e B YUCTOTE U 3a1aBaii ceOe BOIIPOC: XOTeN ObI
TBI, YTOOBI IPYTHE TONB30BATENH BU/ENH, UTO ThI 3arPyKaeln? Ionymaii, npexne
4E€M YTO-TO OIyOJIMKOBAThH, HAIIUCATH M 3arPy3HUTH;

EcIii TEI TOBOPHINB C JOXBMH, KOTOPHIX HE 3HAEIID, HE HCHOJB3YH CBOE pealbHOe
MM M JPYTYIO JUYHYIO HHPOPMALMU: UM, MECTO XHTENbCTBA, MECTO y4eGbl U
npouee;

Wsberait pasmemenust Gpororpaduit B HTEpHETE, It THI U300paXkeH Ha MECTHOCTH,
II0 KOTOPOX MOYHO ONPEAETUTH TBOE MECTOIOIOKEHHUE;

IIpn perucTpanuy B COMMATBHON CETH HEOOXOLMMO HCTIOIB30BATE CIIOKHEIE IapoJIy,
COCTOSMHE U3 OYKB ¥ HH(P U ¢ KOINIECTBOM 3HAKOB HE MEHEe §;

J1s counaneHOM CeTH, MOYTHI U APYTHX CANTOB HEOGXOMMMO HCIOIB30BATE pasHble
napony. Torna ecim Test B3TOMAIOT, TO 3TOYMBIILIEHHEKH IIOTyYaT JOCTYH TOJIBKO
K OZTHOMY MECTY, a HE BO BCe Cpasy.

Onexmponnvle Oenveu

ONEKTPOHHBIE /IEHBIH — JTO OYeHb yAOGHBIN COCOG ILTATeXeH, OXHAKO CYLIECTBYIOT
MOIIEHHHUKH, KOTOPBIE XOTSAT ITOJIyYUTH 3TH ICHBIH.

:‘)J'IeKTpOHHBIC ACHBTH IIOABUIIUCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOrO BO MHOTHUX
TOCyJapCTBax 40 CUX IOp HE IIPONUCAHO IIPO HUX B 3aKOHAX.



B Poccun ke OHH (YHKUHOHHPYIOT ¥ 0 HHX YK€ TpPONHCAHO B 3aKOHE, THE HX
Pas[CIIOT Ha HECKONBKO BHJIOB — AHOHMMHbBIE M HE AHOHMMHBIE. PasHuma B Tom, uTo
dHOHUMHBIC - 5TO T€, B KOTOPBIX pa3pelnaeTcs MPOBOAWTH OINEpamuyd 0e3 UJIeHTHDUKAAK
TOJIb30BATEIIS, & B HCAHOHUMHBIX HICHTH(OHKALMH [0JIL30BATENS SIBISETCS 00I3aTeIBHOI.

Taxoke cremyer pasnmmyath snekTpoHHbIE (QHATHBIE JEHBIH (paBHBI rOCyIapCTBEHHBIM
BaJIOTaM) U 3NIEKTPOHHEIC He(HaTHEIE ICHBIH (He PaBHBI TOCYJAPCTBEHHBIM BAIIFOTaM).

OcHOBHBIE COBETHI 110 GE30MACHOH paboTe ¢ SJIEKTPOHHBIMU JICHBIAMHU:

1. TlpuBsxu K cyeTy MOGHIBHBII TeneoH. DTo caMblil YIOOHBIA U GEICTPBIA CIOCOO
BOCCTaHOBUTE NOCTYN K cueTy. [IpuBasaHHbIl Tenedon momoxer, eciu 3a0ymerp
CBOH IUTATEXKHBIM TAPOITL UM 3aiIEIh Ha CalT ¢ HE3HAKOMOL'O YCTpOKCTBA,

2. Hcnonesyit oxropasossle mapomu. [locne IIEPEX0Zia Ha YCHJIEHHYIO aBTOPH3ALHIIO
Tebe yxe He OyIeT yrpoxkKaTh OIacHOCTh Kpayku MJIM IIEpPeXBaTa IJIATEXXHOTO MapoJIs;

3. Boibepu cnoxHBI mapons. IlpecTynHukam OyIeT He NPOCTO yrajaTh CIIOKHBIH
napons. Haxexnsle mapoim — 310 maposm, KOTOpBIC COZEpKAT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B Ce0sl CTPOYHBIC M [PONHCHBIE GYKBEL, (Pl ¥ HECKOIBKO CHMBOJIOB,
TaKHe KaK 3HaK J0/uiapa, QyHTa, BOCKIHIATEIbHEIN 3HAK 1 T.1L. Hanpumep, $tROng!;;

4. He BBOIM CBOH JIMYHBIE NaHHBIC Ha caiiTax, KOTOPBIM HE JOBEPSIEIIIb.

Qﬂekmpomta}z noyma

OIEKTPOHHAS [TOYTa — ITO TEXHONOTHS H IIPEIOCTABIAEMBIC €10 YCIIYTH IO TIEPECHLIKE U
TIOJYICHUIO JICKTPOHHBIX COOOWIEHMH, KOTOPHIE paCIpPENeNsiOTcs B KOMIIBIOTEPHOM CETH.
OGBMHO ~ ONEKTPOHHEIA  [OYTOBBIH  SIIMK BRINLIUT  CJEAyIOmuM  oGpasoM:
MMS_IOJb30BATENA(@UMs_fioMeHa. Takke KpoMe Iepenauu MPOCTOr0 TEKCTa, MMEETCs
BO3MOJXHOCTB IlepenaBath (aibL.

OcHoBHEIe coBeTsI 10 Ge30macHoiM paGoTe ¢ AJICKTPOHHOM ITOYTOIM:

1. Hanmo BBIGpaTh mpaBHIBHBINA TOYTOBKIIL CepBHC. B HHTepHETE €CTh OrPOMHEIIt BRIGOD
OECIIAaTHBIX ITOYTOBEIX CEPBHCOB, OJHAKO JIy4ie TOBEPATH TEM, KOTO 3HACIIb ¥ KTO
IIEPBBIN B peHTHHIE;

2. He yka3wiBaii B IMuHO#N mouTe muHylo uHpopmarmro. Hampumep, myurme BBIOpaTh
«My3BIKANTBHBIA_(paHaT@» wuiu «pok2013» BMecTo «Temal3 »;

3. Vcnomb3yit IByX3TalHyio aBTOPH3ALHIO. DTO KOrJla HOMHMO IIapoJis HY>XHO BBOIHTE
KOJ, IIPUCBUTAeMEI 1o SMS;

4. BoiGepu cioxHbI mapoms. JIms K&XIOro MOYTOBOTO SLIAKA JOJDKEH OBITH CBOI
HAJIe)KHBIH, YCTOMYMBEIN K B3JIOMY HapoJIb;

5. Ecmm ecTh BO3MOXHOCTB HAITHCAThH CaMOMy CBOH JIMYHBIH BOIIPOC, MCHONB3Yi 3Ty
BO3MOXXHOCTb,

6. WCmome3yii HECKOMBKO MOYTOBBIX SIIMKOB. IlepBblif mms wacTHOM mepemmcku ¢
apecataM, KOTOPBIM TBI JOBepsiellb. OTO OJICKTPOHHBIA agpec He HAajmo
HCTIOJIE30BATh IPH PETUCTPAlMK Ha opyMax M caiiTax;

7. He oTkpsIBait daiinbl 1 Apyrue BIOXKEHHS B IHCHMAX J@Xe €CIIM OHU MPHUIIMA OT
TBOMX Jpy3eii. JIydine yTouny y HuX, OTIIpaBIIsIM 11 OHE Tebe STH ¢aitsr;

8. Tlocne OKOHYaHWS pPaGOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPBITHEM BKIAIKH C
CalTOM He 3a0yab HaXKaTh Ha «BeIiTuY.



Kubepbynnune unu eupmyanvroe uzdesamenscmeo

KubepOyumer — mpecrnenoBaHne COOOLICHHAMH, CONEPKAIIMME OCKOPOIICHHS,
arpecCuIo, 3allyTWBaHKe; XYJIHTaHCTBO; COLHAIbHOE GOMKOTHPOBAHHE C MOMOINBIO Pa3IMYHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IT0 6OPBOE ¢ KUOEPOYILIHHIOM:

1. He Gpocaiics B 60ii. JIyummit croco6: mocoBeToBaThes Kak ceOs BECTH H, €CJIH HET
TOrO, K KOMY MOXHO OOpaTHTbCS, TO BHaYale YCIOKOMThCA. ECIM ThI HavHeIb
OTBCYATh OCKOPOJICHMAMH Ha OCKOPOJEHHS, TO TOJBKO elle GOoJblIe pa3oiOKelIb
KOH(QIIUKT;

2. VYmpapisit cBoeit kuGeppenyranuei;

AHOHMMHOCTh B ceTH MHHMas. CyIIECTBYIOT CIOCOOBI BBLICHHTH, KTO CTOMT 3a

AHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XyIUraHCKHi 00pa3 BUPTyalbHOU Ku3Hu. VIHTEpHET QHKCHpYET BCe

TBOM JCHCTBHS M COXPAHSAET UX. Y JAIHUTh UX OyAeT KpaifHe 3aTpy HATEIHHO;,

Cob6monaii cBO#f BUPTyalIbHYIO Y€CTh CMOJIOLY;

6. UrHopupy#l emuHu4HBIA HeratuB. OIHOPA30BBIE OCKOPOMTENBHBIE COOGLICHHS
JTydie iTHOPUPOBaTh. OOBIMHO arpeccus MpeKpaInaeTcs Ha HadalnbHON CTAIUM,

7. Ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIME COOOLICHUSMH, B COMUAIBHBIX
CETAX €CTh BO3MOXHOCTH OJOKHPOBKH OTIIPaBKHM COOOLICHMH C OIpeNeNeHHbIX
aZpecoB;

8. Ecmu TeI cBumerens xuGepGymimura. TBOM JAeHCTBHS: BBICTYNIHMTB IIPOTHB
IpeCNeIoBaTeNs, IOKa3aTh €My, 4YTO €ro JAeiCTBHUS OLIEHWBAIOTCA HETaTHBHO,
IOJLICPXKATh JKCPTBY, KOTOPOM Hy)KHa IICHXOJIOTHYECKAss IIOMOINb, COOOIIHTH
B3pPOCHBIM O (haKTe arpecCHBHOIO MOBEAEHHUS B CETH.

(98]
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Mobunvnwviii menegon

CoBpeMeHHble CMapTQOHBI ¥ IUIAHIIETHl COJEPXar B cebe BIONHE B3POCIEIN
(YHKIHOHAN, W Temepb OHH MOTYT KOHKYPHPOBaTh CO CTAaMOHAPHBIMH KOMIIBIOTEPAMH.
OZHaKo, CPEeACTB 3aIMUTHI JUTA OJOOHBIK YCTPONHCTB MOKA O4eHb MaNo. TeCTHPOBAHME H MOKCK
YA3BEMOCTEH B HHMX IIPOMCXOIHT HE TaK MHTEHCHBHO, Kak ;g I1K, To e camoe Kacaercs W
MOOUTBHBIX MTPHIIOKEHHIA.

CoBpemenHbie MOOUIBHBIE Gpay3epsl Yke MPAKTHYECKH JOTHANM HACTOJIBHBIC aHAJOTH,
OZIHaKo pacImMpeHHe (yHKUHOHATa BJIEYeT 3a COOOH GOJBLIYIO CIOXHOCTh H MEHBIIYIO
3alUIICHHOCTD.,

I[EUIGKO HC BCC IIPOU3BOIUTEIN BBIITYCKAIOT O6HOBH€HI/I$I, 3aKPBIBAIOIMUE KPHTHYCCKHUE
YA3BUMOCTH IJIsE CBOUX yCTpOﬁCTB.

OcHOBHEBIE COBETHI st 6€30IaCHOCTH MOGUIIBHOTO TenedoHa:

1. Hudgero He sBNA€TCS IO-HACTOSIIEMY O€CIUIATHBIM. Byab OCTOPOXKEH, BeIb KOTIA
Tebe mpeiaraloT OGecITaTHBIA KOHTEHT, B HEM MOTYT OBITh CKDBITHI KAaKHE-TO
IIJIaTHEIE YCIIYTH;

2. Nlymaii, npexne gem oTpasuts SMS, oo i Bumeo. Tl TOYHO 3HACIUD, IIE OHK

OyZyT B KOHEYHOM HTOre?

Heo6xonmumo 06HOBIATE ONEPalOHHYIO CHCTEMY TBOETO CMapTdOHa;

4. Vcnonp3y# aHTHBHpYCHBIE IIPOTPAMMBI ISt MOOUIBHEIX TeIe)OHOB;

w



5. He 3arpyxaii IpuiIoXeHud OT HEeH3BECTHOTO MCTOYHUKA, Bellb OHHM MOTYT cofepxarb
BpEIOHOCHOE IIPOrpaMMHOe 00ecIeYeHne;

6. Tloce TOro Kax Thl BRIAJEWIB C caiiTa, rJie BBOIWI JIAIHYIO pHpOpMALIUIO, 3aiau B

HacTpoiiKy Opaysepa u yAaJu cookies;

Teproar4IeCKH TpoBepsil KaKKe MIATHDBIC yCIyTH AKTUBHUPOBAHBI HA TBOEM HOMEPES;

JlaBait cBOd HOMED MOGUIbHOTO TenehoHa TONBKO JIHOMAM, KOTOPBHIX Thl 3HACUIb U

KOMY JIOBEPSICIIE;

9. Bluetooth momkeH OBITH BBIKIIOUCH, Korjia THl MM HE MONb3YCIHIbCH. He 3abbiBait
HHOTZA IPOBEPATH 3TO.

oo =

Online uzpvl

CoBpeMeHHBIe OHJIAWH-UIPBL  — 5TO KPAacOYHBIE, 3aXBATHIBAIOMWC pasBIICUEHNS,
06 beMHSIONIAE COTHH THICAY HETIOBEK IO BceMy MEpY. VIrpOKH HCCIEIYIOT JNaHHBI UM MHED,
oGImAKoTCs APYT C APYrOM, BEIIOMHIIOT 3a/aHus, CPAKAIOTCS C MOHCTPaMU 1 TOIyYaroT OIIBIT.
3a yHOBOJNBCTBHE OHH IUIATAT: [IOKYTIA}OT JIMCK, OILIaYHBAIOT aGOHEMEHT WK IpHoOpeTaoT
KaK#e-TO OIIIHH.

Bce aTH cpencTBa HAyT Ha OAepXKAHUEe W PasBUTHE HIPHL, 2 TaKKe Ha caMmy
Ge30IaCHOCTD: COBEPIIEHCTBYIOTCS  CHUCTEMEL ABTOPHM3AIMH, BBIIYCKAIOTCA HOBBIC naTIu
(mmhpoBbIe 3aIUTATKA U1 IIPOTPaMM), 3aKPhIBAIOTCHA yS3BUMOCTH CEPBEPOB.

B IIOI[O6HBIX urpax CTOUT ornacarbcsa He CTOJIBKO CBOMX COIICPHUKOB, CKOJILKO KpaXu
TBOETO MapoJid, Ha KOTOpPOM OCHOBaHa CHCTEMA apTOpHU3aluu OOJIBIINHCTBA UID.

OCHOBHBIE COBETBI 10 O€30M1aCHOCTH TBOETO HTpOBOTO aKKayHTa:

1. Ecmm gpyroi UrpoK BEACT cebst IIOXO0 WIH cO37aeT Tebe HENPHUATHOCTH, 3a0JI0KupYH
€ro B CIIMCKE UTPOKOB;

Tloxanyiics aIMHUHECTPATOpaM HIPbl Ha IUIOXOe TIOBEJCHHE JTOr0 HIpOKa,
JKeJaTebHO MPIIOKHATh KaKKHe-TO JI0Ka3aTeNbCTBa B BUJIE CKPUHOB,

He yxa3piBail IMIHYIO urbOPMAIHIO B npodaiine Urpsl;

VBakail APYTUx yIaCTHHKOB IO HTPE,

He ycranaBnmBai Heo(UIMATbHbIE AT X MOJIBL,

Vcronb3yii CIOXKHBIE X PA3HBIC MApOTH,

Jlaxke BO BpeMs MIPbl HE CTOHT oTK/o4aTh anTHBHEpYC. IloKa Thl HIPacllb, TBOM
KOMIIBIOTEP MOT'YT 3apasuTh.

™

N kW

Duuunz U KPaXca TUdHbIX OGHHBIX

OG6praHOl Kpakell JEHET M JOKyMCHTOB ceroHs yXKe HHKOrO He YIHMBHIIDb, HO C
pasBUTHEM WHTEPHET-TEXHONOTHH 37OYMBIIUICHHAKA ~ EPEMECTATHCE B WMHTEpHET, H
IIPOZIOIDKAIOT 3aHUMATBCA «TIOOUMBIM) JIETIOM.

Tak MOsSBHIACH HOBasg yrposa: MHTEPHET-MONIEHHAIECTBA HITH (umpHT, TIaBHAA HETb
KOTOPOTO COCTOMT B MOJyHCHHH KOH(GUEHIHATIBHBIX NAHHBIX [MoTBp30BaTeIeil — JOTHHOB U
naponei. Ha aHrIMHACKOM A3BIKS phishing uuTaeTcs KaK ¢pummunr (ot fishing — phIOHas JIOBIA,
password — [apoJib).

OCHOBHBIE COBETHI 110 60pb0e C GUIIHTOM:!

1. Crnemm 3a CBOMM AaKKayHTOM. Eciu T TOAO3pEBacIlb, YTO TBOA agkera ObLIa
B3JIOMaHa, TO HE0OXOIMMO 3a0J0KMpOBaTh €€ M COOOIUTh AIMHHUACTPATOPAM
pecypca 00 3TOM Kak MOXHO cKopee;



2. Wcnome3yhi Ge3omacHble BeG-CalfTEl, B TOM 4YHCIEe, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcrnons3yli CloXXHBIE M pasHBIe mapoiu. Takum oGpa3oM, eciu TeOs B3IOMAIOT, TO
3JI0YMBIIUTEHHUKH ITOJIy4aT JOCTYII TOIBKO K OJTHOMY TBOEMY IIPO(HIIIO B CETH, a He
KO BCEM;

4. Ecnu Tebs B3IOMANH, TO HEOOXOAMMO IpENyNpPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpPBIE 100aBIEHBI Y TeOs B IPY3bsX, O TOM, YTO Te6s B3TOMATH M, BOSMOXKHO, OT

TBOETO UMEHH OyJIeT pacChUIATHCS CIIaM M CCHUIKM Ha (HIIMHTOBBIE CAlTHI;

Ycranosu HajaexHbI mapois (PIN) Ha MoOMITBHELH TenedoH;

Otxmodu coxpaHeHHe naposs B 6paysepe;

7. He otkpbiBaii (aiiiel ¥ Apyrue BIOXKCHUS B NHCHMaX NAXE €CJIH OHH HPHIILTH OT
TBOUX JIpy3eid. Jly4ine yTouYHM y HUX, OTIPABIIUIM JIU OHH Tebe 3TH (aiiibL.

AN

Hugposas penymayus

[udpopas pemyTamus - 5T0 HeraTWBHAS WM MO3UTHBHASA MH(OPMAIHS B CETH O Tebe.
Komnpomerrpyromas uHpOpManys pasMelleHHas B MHTCPHETE MOXET CEPhe3HBIM 06pa3oM
OTpasuThCSA Ha TBOEH peanbHOM xusHu. «LludpoBas pemyramusy» - 3T0 TBOM MMHIK, KOTOPEIH
dopmupyercs u3 HHPOpMaNUK 0 TeOe B HHTEPHETE.

TBoe mecTo KHUTCIIBCTBA, y'—IG6BI, TBOC (I)I/IHaHCOBoe IIOJIOKCHHC, 0COOEHHOCTH Xapakrtepa
U pacCKaskbl O OJIMBKUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorne noapocTKy JErKOMBICIEHHO OTHOCSTCS K IYOIHMKAIMA TMYHOM MH(QOpMAIUK B
WurepHeTe, He MOHMMAas BO3MOXHBIX ITOCHeACTBUM. Th faXke HE CMOXENIh JIOTaAaThCs O TOM,
410 hoTorpadus, pasmernienHas 5 NeT Hasaj, CTalla IPMIUHON 0TKa3a MPUHATH Te6s Ha paGoTy.

Kommentapuu, pasmemenue TBoMX (ororpadumii u npyrue meficTBMS MOTyT He
UCYC3HYTh NaXe IIOCHE TOro, Kak Thl WX yAanuiub. Thl He 3HAEMIb, KTO COXPAHHI ITY
MH(OPMAIHKIO, TIONAJIa JH OHA B IIOMCKOBBIE CHCTEMBI M COXPAHMNIACH JH OHA, a [JIABHOE: UTO
IIOAYMAIOT O TeOe OKpyXKaroIlee JIFOAM, KOTOPhIe HalayT M yBujsT 5To. Haiftm mH(pOpMAanmio
MHOTO JIeT CIIyCTSl CMOXeT Jo0OH — Kak U3 JOOpHIX HOOYXICHHN, TaK U C HaMepeHHEM
IPUYHHNUTE BPEX. ITO MOXET OBITh KTO YTOIHO.

OCHOBHEIE COBETHI 10 3aIHTe HA(PPOBOH PEIyTAIHH:

1. Tlomymaii, mpexze 4eMm 4TO-TO IyGJIMKOBAaTh U MepeqaBaTh y cebs B OJOre Wik B
COLMAJILHOM CETH;

2. B HacTpo#ikax mpoQuiIs ycTaHOBH OrpaHHYEHHs Ha IPOCMOTP TBOErO MPOMMIIS U €ro
COAEPIKUMOrO, CAeIal ero TOJMBKO «IJIS IPY3eiy,

3. He pasmermail u He yKkaseiBaii HHQOPMAIHIO, KOTOPAs MOKET KOTO-THO0 OCKOPGILITE
U O0MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE INKONPHMKK— AKTHBHBIE IIOJB30BATENH MU(POBOTO IIPOCTPAHCTBA.
OxHako fanexo He BCE 3HAIOT, YTO HONB30BAHME MHOIMMHI BO3MOMKHOCTSMH MH(POBOTO MHpa
TpebyeT COOMOACHHS [IPaB Ha HHTEJUIEKTYalbHYIO COOCTBEHHOCT.

Tepmun «vHTeNTEKTYaNbHAS COOCTBEHHOCTB» OTHOCHTCS K Pa3sMYHBIM TBOPESHHSM
YEIOBEYECKOr0 yMa, HaYuHas ¢ HOBBIX M300peTeHUH U 3HAKOB, 0003HAYAIOMKX COOCTBEHHOCTh
Ha MPOAYKTHl M YCIYTH , W 3aKaHuuBas KHMramu, QororpapusaMu, KHHODUIEMaMH U
MY3BIKaJIBHBIMH TIPOU3BEICHUSMHU.



ABTOpCKHE IIpaBa — 3TO IpaBa Ha UHTEIUIEKTyAJIbHYIO COOCTBEHHOCTh Ha MPOU3BEIECHUS
HAYKH, JINTEpaTyphl ¥ UCKYCCTBA. ABTOPCKHE IIPaBa BHICTYIIAIOT B KAYECTBE TapaHTHH TOTO, YTO
MHTEJUIEKTYaIbHbIM/TBOpUECKi TPy aBTOpa He OyAeT HallpacHBIM, JAcT €My CIIpaBeIIUBBIC
BO3MOXHOCTH 3apa0oTaTh Ha pe3yJibTarax CBOEr0 TPYHa, IOJIYUYUTh U3BECTHOCTh M IIPHU3HAHUE.
Huxro 6e3 pa3perneHus aBTopa He MOKET BOCIIPOU3BOAUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTh,
IyOIMYHO JIEMOHCTPHPOBATh, MpPOJaBaTh, HMIOPTHPOBATH, IIyCKaTh B IPOKAaT, ITyOJIHMYHO
HCTIOJNHSATE, MOKA3bIBaTh/UCIIONHATD B 3(pupe WK pa3memars B HTepHeTe.

Hcrons30BaHUE «ITHPATCKOTOY» MPOrPAMMHOTO 00ECIIEUSHHS MOXKET IPUBECTH K MHOTHM
pHCKaM: OT NOTEpH JAaHHBIX K TBOMM aKKayHTaM OO0 OJOKHUPOBKH TBOETO YCTPOMCTBa, rue
YCTAaHOBJICHHBIM He JeranpHas IporpamMma. He crout Taxoke 3a0bIBaTh, YTO CYIIECTBYET
JeranbHble ¥ OecIuIaTHBIE TPOrpaMMBbl, KOTOPbIe MOXKHO HaliTH B CETH.

O nopmane

CereBHUOK.p) — TBOM TIJIABHBIM COBETYMK B CETH. 37€Ch Thl MOXEIIb y3HaTh O
6€30I1aCHOCTH B CETH NOHSITHHIM U JOCTYIHBIM S3BIKOM, 2 NPU BO3HUKHOBEHUU KPUTHYECKOH
CHTyallud OOpPaTHUThCS 32 COBETOM. A TaKXKe IPHHATH Y4acTHE B KOHKypcaX H CTaTh CaMbIM
I (POBHIM Ipak TaHUHOM !



